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(57)Abstract: 

PROBLEM TO BE SOLVED: To provide an authentication device and an authentication office 
suitable for improving a verification ability as an evidence of data by ensuring objectivity of the 
data. 

SOLUTION: The information authentication device 100 is comprises of a digital camera 10, and an 
authentication information adding part 120 for adding authentication information to digital data. On 
the other hand, the authentication office 200 is provided with communication equipment 24 for 
receiving the digital data from the information authentication device 100 and a digital signature 
adding part 220, and when the digital signature adding part 220 authenticates that the digital data 
are inputted with the digital camera 10, based on the authentication information added to the digital 
data received by the communication equipment 24, it adds a digital signature to the digital data 
received with the communication device 24. 
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[Detailed Description of the Invention] 
[0001] 

[Field of the Invention] This invention relates to the information authentication equipment and the certificate authority which attest data, 
and relates to suitable information authentication equipment and a suitable certificate authority to improve the certification force as a 
proof of data by securing the objectivity of data especially. 
[0002] 

[Description of the Prior Art] In recent years, in the United States, the digital image photoed with the digital camera besides the 
photograph taken with the usual camera is also increasingly accepted as a proof of a trial. However, generally, since the alteration was 
comparatively easy, digital data, such as a digital image, had the problem that the certification force of proof was inadequate. 
[0003] Conventionally, the car control event data authentication equipment indicated by JP.1 1-1 15831, A is one of things relevant to the 
technique which improves the certification force as a proof of digital data. ' 

[0004] This is what records control events, such as a series of operation performed by the operator before the occurrence of a motor 
vehicle accident, during generating, or after generating. The microcontroller which is combined that control event information should be 
received, adds the 1st time stamp and a vehicle identification number VIN to control event information, gives the 1st information, and 
outputs the 1 st information to memory by the time overlap method. The memory which is combined with a microcontroller and a 
microprocessor and stores the 1st information and the 2nd information by the time overlap method, When it is combined with memory and 
two or more transducers, it judges whether the received collision data differ from former collision data and the received collision data differ 
it adds to the collision data which received the 2nd time stamp and VIN, and it comes out with the microprocessor which generates the 
2nd information, and is constituted. 
[0005] 

[Problem(s) to be Solved by the Invention] However, if it is in the above-mentioned conventional car control event data authentication 
equipment, in order to generate a time stamp based on the value acquired from the internal timer and to add this to control event 
information, the value of an internal timer might be changed by the user, or the value of an internal timer might shift according to causes, 
such as long term deterioration, and there was a problem that the certification force as a proof of control event information was 
inadequate. 

[0006] Moreover, the control event information recorded by the microcontroller Although a time stamp and a predetermined discernment 
value are included in order to guarantee that the control event information which a "sign" is added by the microcontroller, namely, was 
recorded was generated during operation of a specific car Since this "sign" is what is uniquely generated and added inside, it is lacking in 
objectivity and this also has the inadequate certification force as a proof. 

[0007] Moreover, since personal ID and a vehicle identification number VIN are stored in memory in the condition as it is, it may be altered 
by the user and this also has the inadequate certification force as a proof. 

[0008] On the other hand, the need of improving the certification force as a proof of data is considered also when as follows, a trial and. 
[0009] For example, although it is possible to record the data proving who inspected when and where when inspecting in a hospital etc., 
since such data are data important for a patient, they are altered by nobody, but to have objectivity is desired. Therefore, there is the need 
of improving the certification force as a proof of data, in this case. 

[0010] Moreover, although it is possible to record the data proving who followed and delivered what kind of the root when for example, 
when delivering a load by parcel delivery service etc., to be altered by nobody but to have objectivity, since it is required data when a load 
lost and damages such data in a delivery process is desired. Therefore, there is the need of improving the certification force as a proof of 
data, in this case. 

[001 1] When the photograph of an accident site and an entertainer's scoop photograph are taken, a photography person, a photography 
day, or a photography location is proved as a case of others, and it records investigation data by an academic investigation etc., the order 
of goods or service is received by the telephone, FAX, etc., order contents are specified with the other party, and composition etc. is 
carried out, the time of proving the generating day of copyright etc. is mentioned. 

[0012] Then, this invention is made paying attention to the unsolved technical problem which such a Prior art has, and aims at offering 
suitable information authentication equipment and a suitable certificate authority improving the certification force as a proof of data by 
securing the objectivity of data. 
[0013] 

[Means for Solving the Problem] The information authentication equipment according to claim 1 which applies to this invention in order to 
attain the above-mentioned purpose is equipment which attests data, and is equipped with an authentication information addition means 
add to the data which generated the authentication information for attesting having inputted data as a data input means input data, with 
said data input means based on the information acquired from the exterior, and inputted this with said data input means. 
[0014] If data are inputted with a data input means with such a configuration, the authentication information by which information was 
acquired from the exterior, and authentication information was generated and generated with the authentication information addition means 
based on the acquired information will be added to the data inputted with the data input means. 

[0015] Here, all available data are contained in data on information processors, such as image data, voice and music data, document data, a 
data point, and other computers. Hereafter, in information authentication equipment according to claim 3, it is the same. 
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[0016] Moreover, as long as an authentication information addition means generates authentication information based on the information 
"acquired from the exterior, it may be what kind of thing. For example, a time-of-day signal is received from the circumference satellite 
which transmits the time-of-day signal which shows current time of day. Generate the hour entry for specifying the time of inputting data 
with a data input means based on the received time-of-day signal as authentication information, and A time-of-day signal is received from 
two*or more circumference satellites, and the positional information for pinpointing the point which inputted data with the data input means 
based on a gap of the time of day shown by these time-of-day signal and the circumference orbit of each circumference satellite is 
generated as authentication information. Moreover, when generating a hour entry like the former, a time-of-day signal may be received 
frorn an electric-wave clock (what is being sent at the Ministry of Posts and Telecommunications). 

[001 7] Furthermore, the information authentication equipment according to claim 2 concerning this invention In information authentication 
equipment according to claim 1 said authentication information addition means It has a location measurement means to measure a location 
using an external information dispatch means, and the positional information for pinpointing the point which inputted data with said data 
input means based on the location measured with said location measurement means is generated, and the generated positional information 
is added as authentication information. 

[0018] With such a configuration, a location is measured by the location measurement means using an external information dispatch means, 
positional information is generated by the authentication information addition means based on the location measured with the location 
measurement means, and the generated positional information is added as authentication information. 

[0019] Here, as an external information dispatch means, the cellular phone based on PHS (Personal Handyphone System), GSM (Global 
System for Mobile Communication), or IMT-2000 or GPS (Global Positioning System) is mentioned. 

[0020] Moreover, the information authentication equipment according to claim 3 concerning this invention A data input means to be 
equipment which attests data using the certificate authority which performs a digital signature, and to input data, It has an authentication 
information addition means to add the authentication information for attesting having inputted data with said data input means to the data 
inputted with said data input means, and a transmitting means to transmit the data which added authentication information with said 
authentication information addition means to said certificate authority. 

[0021] If data are inputted with a data input means with such a configuration, the data to which authentication information was added to 
the data inputted with the data input means by the authentication information addition means, and authentication information was added 
with the authentication information addition means by the transmitting means will be transmitted to a certificate authority. And a digital 
signature is performed by the certificate authority to the data transmitted from information authentication equipment. 

[0022] Information authentication equipment operates how here, after transmitting data to a certificate authority. For example, receive the 
data which performed the digital signature from a certificate authority, memorize the received data, and The data which performed the 
digital signature are made to hold to a certificate authority, and the data which performed the digital signature are transmitted to other 
terminals through a certificate authority. -, 

[0023] Furthermore, in information authentication equipment according to claim 3, said authentication information addition means has a 
timing measurement means measure time amount, and the information authentication equipment according to claim 4 concerning this 
invention generates the hour entry for specifying the time of inputting data with said data input means based on the time amount measured 
with said timing measurement means, and adds the generated hour entry as authentication information. 

[0024] With such a configuration, time amount is measured by the timing measurement means, a hour entry is generated by the 
authentication information addition means based on the time amount measured with the timing measurement means, and the generated 
hour entry is added as authentication information. 

[0025] Here, as long as a timing measurement means measures time amount, it may be what kind of thing, for example, it measures the 
time amount which has passed since the base period, and measures current time of day. Moreover, a circumference satellite is used, time 
amount is measured using the information acquired from the exterior, a clock timer is built in and time amount is measured using the 
information generated inside. 

[0026] Furthermore, said authentication information addition means has a location measurement means measure a location, and the 
information authentication equipment according to claim 5 concerning this invention generates the positional information for pinpointing the 
point which inputted data with said data input means based on the location which measured with said location measurement means, and 
adds the positional information which generated as authentication information in information authentication equipment given in either of 
claims 3 and 4. 

[0027] With such a configuration, a location is measured by the location measurement means, positional information is generated by the 
authentication information addition means based on the location measured with the location measurement means, and the generated 
positional information is added as authentication information. 

[0028] Here, as long as a location measurement means measures a location, it may be what kind of thing, for example, it uses GPS, 
measures a location using the information acquired from the exterior, uses a gyroscope and an accelerometer, and measures a location 
using the information generated inside. 

[0029] Furthermore, the information authentication equipment according to claim 6 concerning this invention In information authentication 
equipment according to claim 3 to 5 said authentication information addition means Have an environment condition measurement means to 
measure a surrounding environment condition, and it is based on the environment condition measured with said environment condition 
measurement means. The environment condition information for specifying the environment condition at the time of inputting data with said 
data input means is generated, and the generated environment condition information is added as authentication information. 
[0030] With such a configuration, a surrounding environment condition is measured by the environment condition measurement means, 
environment condition information is generated by the authentication information addition means based on the environment condition 
measured with the environment condition measurement means, and the generated environment condition information is added as 
authentication information. 

[0031] Here, if a surrounding environment condition is measured, an environment condition measurement means may be what kind of thing, 
for example, should just measure temperature, humidity, an atmospheric pressure, gas concentration, a wind speed, the altitude, 
surrounding sound volume, or the surrounding quantity of light. 

[0032] Furthermore, the information authentication equipment according to claim 7 concerning this invention The individual humanity news 
storage means for memorizing individual humanity news in information authentication equipment according to claim 3 to 6, It has an 
individual humanity news input means to input individual humanity news. Said authentication information addition means While the individual 
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humanity news inputted with said individual humanity news input means and the individual humanity news of said individual humanity news 
.storage means are filling predetermined relation, the individual humanity news of said individual humanity news storage means is added as 
authentication information. 

[0033] If individual humanity news is inputted with an individual humanity news input means, while the individual humanity news and the 
individual humanity news of an individual humanity news storage means which were inputted are filling predetermined relation with such a 
configuration, the individual humanity news of an individual humanity news storage means is added as authentication information. 
[0034] Here, the information depending on the living environment of individuals, such as information for which it depended on the 
description of the body of individuals, such as the ID code and blood group which were assigned for every individual, and a fingerprint, as 
individual humanity news, for example or the address, and the telephone number, is mentioned. 

[0035] To fill predetermined relation Moreover, for example, the thing the individual humanity news for collating and the individual humanity 
news for [ collated ] are [ thing ] in agreement, The result of having calculated by predetermined operation expression using the individual 
humanity news for collating is in agreement with the individual humanity news for [ collated ], Or ** with the result of having calculated by 
predetermined operation expression using the individual humanity news for collating, and the result in agreement of having calculated by 
predetermined operation expression using the individual humanity news for [ collated ] is mentioned. 

[0036] Moreover, an individual humanity news storage means is every means, and may memorize individual humanity news at all stages, and 
may memorize individual humanity news beforehand, and you may make it memorize individual humanity news at the time of actuation of 
this equipment. 

[0037] Furthermore, the information authentication equipment according to claim 8 concerning this invention equips the information 
authentication equipment concerned with the equipment information storage means for memorizing the equipment information which is the 
information on a proper in information authentication equipment according to claim 3 to 7, and said authentication information addition 
means adds the equipment information on said equipment information storage means as authentication information. 
[0038] With such a configuration, the equipment information on an equipment information storage means is added as authentication 
information by the authentication information addition means. 

[0039] An equipment information storage means is every means, and may memorize equipment information at all stages, and may memorize 
equipment information beforehand, and you may make it memorize equipment information here at the time of actuation of this equipment. 
[0040] Furthermore, in information authentication equipment according to claim 3 to 8, said authentication information addition means 
generates the inspection information for inspecting whether the error is contained in the data concerned using the data inputted with said 
data input means, and the information authentication equipment according to claim 9 concerning this invention adds the generated 
inspection information as authentication information. 

[0041] With such a configuration, the inspection information by which inspection information was generated and generated with the 
authentication information addition means using the data inputted with the data input means is added as authentication information. 
[0042] the information for inspecting whether the error is contained in data with inspection information here — saying — as such 
information — a parity check code and a group — counting — error correcting codes, such as error detecting codes, such as a check 
code, and CRC (cyclic redundancy check), Hamming code, the inspection information for conducting limit check and sum check, and the 
encryption information that enciphered data by the predetermined code key can be mentioned. In the following and a certificate authority 
according to claim 18, it is the same. 

[0043] Furthermore, a Hash Function generates inspection information using the data into which the information authentication equipment 
according to claim 10 concerning this invention inputted said authentication information addition means with said data input means in 
information authentication equipment according to claim 9. 

[0044] With such a configuration, inspection information is generated by the Hash Function using the data inputted with the data input 
means by the authentication information addition means. 

[0045] Furthermore, the information authentication equipment according to claim 1 1 concerning this invention enciphers the data with 
which said authentication information addition means added authentication information in information authentication equipment according 
to claim 3 to 10. 

[0046] With such a configuration, the data with which authentication information was added are enciphered by the authentication 
information addition means. And the enciphered data are transmitted to a certificate authority by the transmitting means. 
[0047] Here, a cipher system may be what kind of thing, for example, may be a common key encryptosystem-ized method, and may be a 
public-key-encryption-ized method. As these cipher systems, for example as a block cipher system, the cipher system of a exponentiation 
and remainder molds, such as a cipher system of stirring / permutation molds, such as DES (Data Encryption Standard), RC5, and FEAL, or 
RSA, an EIGamal cryptosystem, a DH process, and a elliptic curve cryptosystem, is held, and RC4, the Barnum code, NLFSR, etc. are 
mentioned as a stream cipher-ized method. 

[0048] Furthermore, in information authentication equipment according to claim 11, said cipher system of the information authentication 
equipment according to claim 12 concerning this invention is a public-key-encryptionHzed method, and said authentication information 
addition means enciphers the data which added authentication information with the private key of the information authentication equipment 
concerned. 

[0049] With such a configuration, the data with which authentication information was added are enciphered with the private key of the 
information authentication equipment by the authentication information addition means. 

[0050] Furthermore, the information authentication equipment according to claim 13 concerning this invention is equipped with a receiving 
means to receive the data with which the digital signature was added by said certificate authority from the certificate authority concerned, 
and a data storage means to memorize the data which received with said receiving means, in information authentication equipment 
according to claim 3 to 12. 

[0051] With such a configuration, the data to which it was transmitted by the receiving means with the transmitting means, and the digital 
signature was added by the certificate authority by it are received from the certificate authority, and the received data are memorized by 
the data storage means. 

[0052] On the other hand, in order to attain the above-mentioned purpose, the certificate authority according to claim 14 concerning this 
invention A certificate authority side receiving means to be the certificate authority which performs a digital signature to the data 
transmitted from information authentication equipment according to claim 3 to 13, and to receive data from said information authentication 
equipment. It has a digital signature addition means to add a digital signature to the data received with said certificate authority side 
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receiving means. Said digital signature addition means When it attests having inputted data with said data input means based on the 
. authentication information added to the data received with said certificate authority side receiving means, a digital signature is added to 
the data received with said certificate authority side receiving means. 

[0053] When it was such a configuration, and data were received by the certificate authority side receiving means from information 
authentication equipment and having inputted data with the data input means with the digital signature addition means based on the 
authentication information added to the data received with the certificate authority side receiving means is attested, a digital signature is 
added to the data received with the certificate authority side receiving means. 

[0054] Furthermore, the certificate authority according to claim 15 concerning this invention In a certificate authority according to claim 14 
said digital signature addition means While the time amount specified by the hour entry added as authentication information on the data 
which have a certificate authority side timing measurement means to measure time amount, and were received with said certificate 
authority side receiving means, and the time amount measured with said certificate authority side timing measurement means are filling 
predetermined relation A digital signature is added to the data received with said certificate authority side receiving means. 
[0055] With such a configuration, time amount is measured by the certificate authority side timing measurement means, and while the time 
amount specified by the hour entry added as authentication information on the data received with the certificate authority side receiving 
means by the digital signature addition means and the time amount measured with the certificate authority side timing measurement means 
are filling predetermined relation, a digital signature is added to the data received with the certificate authority side receiving means. 
[0056] Here, as long as a certificate authority side timing measurement means measures time amount, it may be what kind of thing, for 
example, it may measure the time amount which has passed since the base period, and may measure current time of day. Moreover, a 
circumference satellite is used, time amount is measured using the information acquired from the exterior, a clock timer is built in and time 
amount is measured using the information generated inside. 

[0057] Moreover, the time amount for example, for collating and the time amount for [ collated ] being in agreement and being [ the time 
difference of the time amount for collating and the time amount for / collated / predetermined within the limits ] ** are mentioned to filling 
predetermined relation. 

[0058] Furthermore, the certificate authority according to claim 16 concerning this invention In a certificate authority given in either of 
claims 14 and 15 said digital signature addition means While the location pinpointed by the positional information added as authentication 
information on the data which have a certificate authority side location measurement means to measure the location of said information 
authentication equipment, and were received with said certificate authority side receiving means, and the location measured with said 
certificate authority side location measurement means are filling predetermined relation A digital signature is added to the data received 
with said certificate authority side receiving means. 

[0059] With such a configuration, the location of information authentication equipment is measured by the certificate authority side location 
measurement means, and while the location pinpointed by the positional information added as authentication information on the data 
received with a certificate authority side receiving means by the digital signature addition means and the location which were measured 
with a certificate authority side location measurement means are filling predetermined relation, a digital signature is added to the data 
received with a certificate authority side receiving means. 

[0060] By being what kind of thing here, as long as a certificate authority side location measurement means measures the location of 
information authentication equipment, for example, communicating with the location measurement means of information authentication 
equipment It may be made to measure the location of information authentication equipment directly, and when information authentication 
equipment transmits data using a cellular phone, PHS, etc., you may make it measure the location of information authentication equipment 
indirectly by pinpointing the base station where information authentication equipment is communicating. 

[0061] Moreover, that the location for example, for collating and the location for [ collated ] are in agreement, the location for [ collated ] 
being included in a predetermined field centering on the location for collating, and including [ in a predetermined field / the location for 
collating Reentering on location for [ collated ] ** are mentioned to filling predetermined relation. 

[0062] Furthermore, the certificate authority according to claim 17 concerning this invention Said information authentication equipment is 
equipped with the certificate authority side equipment information storage means for memorizing the equipment information which is the 
information on a proper in a certificate authority according to claim 14 to 16. While the equipment information added as authentication 
information on the data received with said certificate authority side receiving means and the equipment information on said certificate 
authority side equipment information storage means are filling predetermined relation, said digital signature addition means A digital 
signature is added to the data received with said certificate authority side receiving means. 

[0063] While the equipment information added by the digital signature addition means as authentication information on the data received 
with the certificate authority side receiving means and the equipment information on a certificate authority side equipment information 
storage means are filling predetermined relation with such a configuration, a digital signature is added to the data received with the 
certificate authority side receiving means. 

[0064] Here to fill predetermined relation For example, the thing the equipment information for collating and the equipment information for 
[ collated ] are [ thing ] in agreement, The result of having calculated by predetermined operation expression using the equipment 
information for collating is in agreement with the equipment information for [ collated ], Or ** with the result of having calculated by 
predetermined operation expression using the equipment information for collating, and the result in agreement of having calculated by 
predetermined operation expression using the equipment information for [ collated ] is mentioned. 

[0065] Moreover, a certificate authority side equipment information storage means is every means, and may memorize equipment 
information at all stages, and may memorize equipment information beforehand, and you may make it memorize equipment information at 
the time of actuation of this equipment. 

[0066] Furthermore, the certificate authority according to claim 18 concerning this invention In a certificate authority according to claim 14 
to 17 said digital signature addition means The same method as information authentication equipment according to claim 9 generates 
inspection information using the data received with said certificate authority side receiving means. While the generated inspection 
information and the inspection information added as authentication information on the data received with said certificate authority side 
receiving means are filling predetermined relation, a digital signature is added to the data received with said certificate authority side 
receiving means. 

[0067] With such a configuration, the data received with the certificate authority side receiving means are used with a digital signature 
addition means. Inspection information is generated by the same method as information authentication equipment according to claim 9. 
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Wliile the generated inspection information and the inspection information added as authentication information on the data received with 
-the certificate authority side receiving means are filling predetermined relation, a digital signature is added to the data received with the 
certificate authority side receiving means. 

[0068] Here to fill predetermined relation For example, the thing the inspection information for collating and the inspection information for 
[ cQllated ] are [ thing ] in agreement, The result of having calculated by predetermined operation expression using the inspection 
information for collating is in agreement with the inspection information for [ collated ], Or ** with the result of having calculated by 
predetermined operation expression using the inspection information for collating, and the result in agreement of having calculated by 
predetermined operation expression using the inspection information for [ collated ] is mentioned. 

[0069] Furthermore, the certificate authority according to claim 19 concerning this invention generates inspection information in a 
certificate authority according to claim 18 using the data which received said digital signature addition means with said certificate authority 
side receiving means by the same Hash Function as information authentication equipment according to claim 10. 

[0070] With such a configuration, inspection information is generated by the same Hash Function as information authentication equipment 
according to claim 10 using the data received with the certificate authority side receiving means by the digital signature addition means. 
[0071] Furthermore, the data to which the certificate authority according to claim 20 concerning this invention received said digital 
signature addition means with said certificate authority side receiving means in the certificate authority according to claim 14 to 19 with 
the cipher system of information authentication equipment according to claim 1 1 and the corresponding decryption method are decrypted. 
[0072] With such a configuration, the data received with the certificate authority side receiving means by the cipher system of information 
authentication equipment according to claim 1 1 and the corresponding decryption method are decrypted by the digital signature addition 
means. 

[0073] Here, a decryption method may be what kind of thing, for example, may be a common key decryption method, and may be a public 
key decryption method. As these decryption methods, the thing corresponding to the cipher system illustrated by the item of above- 
mentioned claim 1 1 is mentioned, for example. 

[0074] Furthermore, in a certificate authority according to claim 20, said decryption method of the certificate authority according to claim 
21 concerning this invention is a public key decryption method, and said digital signature addition means decrypts the data received with 
said certificate authority side receiving means with the public key of the information authentication equipment which is the transmitting 
origin of the data concerned. 

[0075] With such a configuration, the data received with the certificate authority side receiving means are decrypted by the digital 
signature addition means with the public key of the information authentication equipment which is the transmitting origin of the data. 
[0076] Furthermore, the certificate authority according to claim 22 concerning this invention is equipped with a certificate authority side 
transmitting means to transmit the data which added the digital signature with said digital signature addition means to said information 
authentication equipment, in a certificate authority according to claim 14 to 21. 

[0077] With such a configuration, the data to which the digital signature was added with the digital signature addition means are transmitted 
to information authentication equipment by the certificate authority side transmitting means. 

[0078] Furthermore, the certificate authority according to claim 23 concerning this invention is equipped with a certificate authority side 
data storage means to memorize the data which added the digital signature with said digital signature addition means, in a certificate 
authority according to claim 14 to 21. 

[0079] With such a configuration, the data to which the digital signature was added with the digital signature addition means are memorized 
by the certificate authority side data storage means. 

[0080] Although the information authentication equipment and the certificate authority for attaining the above-mentioned purpose were 
proposed above, since not only this but the above-mentioned purpose is attained, the following information authentication system can also 
be proposed. 

[0081] This information authentication system is a system which connected the certificate authority which performs a digital signature, and 
information authentication equipment possible [ a communication link ] through the network. Said information authentication equipment A 
data input means to input data, and an individual humanity news input means to input individual humanity news, The individual humanity 
news storage means for memorizing individual humanity news, and the equipment information storage means for memorizing the equipment 
information which is the information on a proper to the information authentication equipment concerned, An authentication information 
addition means to add the authentication information for attesting having inputted data with said data input means to the data inputted 
with said data input means. It has a transmitting means to transmit the data which added authentication information with said 
authentication information addition means to said certificate authority. Said authentication information addition means A timing 
measurement means to measure time amount, a location measurement means to measure a location, and an environment condition 
measurement means to measure a surrounding environment condition, A hour entry generation means to generate the hour entry for 
specifying the time of inputting data with said data input means based on the time amount measured with said timing measurement means, 
A positional information generation means to generate the positional information for pinpointing the point which inputted data with said data 
input means based on the location measured with said location measurement means, An environment condition information generation 
means to generate the environment condition information for specifying the environment condition at the time of inputting data with said 
data input means based on the environment condition measured with said environment condition measurement means, An inspection 
information generation means to generate the inspection information for inspecting whether the error is contained in the data concerned 
using the data inputted with said data input means, While the individual humanity news which it ****(ed) and was inputted with said 
individual humanity news input means, and the individual humanity news of said individual humanity news storage means are filling 
predetermined relation The equipment information on said equipment information storage means and the individual humanity news of said 
individual humanity news storage means are added for the generated hour entry, positional information, environment condition information, 
and inspection information to a list as authentication information. A certificate authority side receiving means by which said certificate 
authority receives data from said information authentication equipment, The certificate authority side equipment information storage means 
for memorizing the equipment information which is the information on a proper to said information authentication equipment, It has a digital 
signature addition means to add a digital signature to the data received with said certificate authority side receiving means. Said digital 
signature addition means A certificate authority side timing measurement means to measure time amount, and a certificate authority side 
location measurement means to measure the location of said information authentication equipment, A certificate authority side inspection 
information generation means to generate inspection information with the same method as said inspection information generation means 
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using the data received with said certificate authority side receiving means, 
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DESCRIPTION OF DRAWINGS 



[grief Description of the Drawings] 

[Drawing 1] It is the block diagram showing the configuration of an information authentication system. 

[Drawing 2] It is the block diagram showing the configuration of an information processor 40. 

[Slewing 3] It is the flow chart which shows authentication information attached processing. 

[Q.r a wjng 4] It is the block diagram showing the configuration of an information processor 50. 

[Pjjawingjj] It is the flow chart which shows digital signature attached processing. 

[Description of Notations] 

100 Information Authentication Equipment 

120 Authentication Information Adjunct 

200 Certificate Authority 

220 Digital Office Naming Kabe 

10 Digital Camera 

12 26 Individual humanity news input unit 

14 Individual Humanity News Storage 

16 28 Equipment information storage device 

18 24 Communication device 

20 Data Storage 

40 50 Information processor 

42 52 Timing measurement equipment 

44 54 Location measuring device 

S1-Sn Sensor 

46 User Authentication Equipment 
60,70 CPU 
62,72 ROM 
64,74 RAM 
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tWRiSliE^^iJi^r, BylBiSiE^-r7 :r ^ &*jum&& 
a^ft^®-e^fs u ^ - ^ ^ ta^-r & ~- * f a 

[ 0 0 5 1 ] CCDcfc 5 fc#fifrC**a«. *m^®tc J: 

[0052] ±ia@^^-r^>/c^tc 

^C^^lf*3l 1 4iail<D^iE^«, lf*il 3 3&l^ is 1 3 

s?riassiE^fflii^M ^8rv&m utc^-zic^jisz j^m 

« , SuiBISiiE^ffJSft^®: t§i U /c 7 s - ^ cc 5 s a V Z 
[0 05 3 ] CCD J: ^ fe*JiE-C*n«. lgiE^»I^ft^ 

n/cf^- ^ trcmuz titcMWEmmcm^^r: , 7 s - ^ a 

^ST^-^^rA/JL/cti^BSSE^n/ci^tt, IS 
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[0 054] 2 etc. *mjttcm*M9&m i ssmcot® 

iitmte. if^^i i 4iBi£<DIS§E^te:te<,>T, buIBt^^ 
CTEflWR il/t WJQ £ ftfcBSH ««CC cfc D 2 ti & B# 

[0 055] C 0}<£ «t«J«"C*tiK. »SEnffll^m«i 10 
Sic J: 0 . sSiiE^fliJ^m^e'CSm $ n/c 7 s - * <DsSaE 

ggsE»wj«Fm»j5e*s-c»J5e$ ft/d^rm <h ^msHff « 
[0056] ccr, raEAfflttname^KB, wm* 

[0057] *3Tc, Bf3aa«*»ytrci«ctt % «a 

[0 0 5 8 ] $ etc. #AQg(Cfli&M«gi 1 6fdtgCOiS! 30 
H^te, ff^^ 1 4 4o 1 5 CDli-rn^tClBt^CDtgiE 

isiesbcd&b ^'j^*r sse^ wjtia*J5E*s 
/citc^i^n mrfBiSiE^fflij^{t^®'r^MU/cf r 

[0 0 5 9 ] C<D«fc 5 &«J5tC**ltt, ISSE^ffJfitaaiJ 

0, WWigfEKaoffia^iMSSn, 5 s -ft* 40 

itf- * oisaEflWR 4 or ttUn s ttfcffiaraSRK: <fc 9 ft 
3e $ ti £ aa 4 sssea iMffiaaBse^araHjE $ n./c&a 

[0 0 6 0 ] C C-C, BHM«ffiflEM£^gtB. t**M8 

sE*6a©{4a*»Be-r & J: 9 «: «c o r 1 **i a <fc 5 & 

*K<fciifi*rff 9 c <h cc <fc 0 % ««SfflE«B©ftB*E 
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[0 06 1 ] £/c, WfiBB^W^-rcitctt, #R 

flS-&*f*<ofira*«* **iru*c4, ^^*tm<D{#B 
***<b L/rwffio««rt«:M^*f*©fi[a*«**tiT 

[0062] $ hac % x&wicmznim 1 7Etscoss 
mm&. n^mi 4Ui>u 1 eoc^-rns^tcsajsoigiE 

tWB*i Btt-r s ^oBEEMMKnimett^a^a 

fSifcf- £&c^ t^dr jus* *fl-ftrr e <fc 5 «C«C o 
[0 06 3] coj:^3tefltjs-c*>n«. 7**s*)\,mi& 

». BEWflttm^s-caitsstifc^-afki^-r^^ju 

[0 06 4] CCt, ^09M«/ctC£«:tt 4 ^J^. 

tf. i^»*o*a««&t^^»*a«afl»«4*J-- 

SiRIFAK: <fc ?) «#*tf o /c^g^ <h »«R^*f *<D»Bt» 

[0 06 5 ] */c. BSE@ff«BffffR§Ett^lS». SB 
« ft 6 *^&T?rt>oft 6 SnMKcBtt-r * <D 
rftO, fte^ca&SSBWfR^iBtturtec^rfe^ii 
*«a©»^cc*6Blt*R*iB«"r-5«fc^«:orfe 

[006 6] $ *»9iCC«-&HI*3H 1 8iBIScDf2 

SEltt, »*3H1 4JteC»L/ 1 7©l»-rn3^{CfBt8C0S8SE 

4 HI— CEfr S»c <fc 0 tttltfti£d( L > 
^ L fc*f»» £B 4 mriBiSiE^WJSm^S-cSfs U/c^ 

«r«/cUtl^i*B, mffBlSiE^ffJSm^K-CSmL 
fe^-^CC^^ ^^;U»**#JJO-r^,fc^tCttorCs 

[0 06 7] COJc^^WJsK-CftnW, ^^^^JU** 
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»*JB9gBl8(Dt9«©SE*{SiBI— O^KCc 
AOSatB^iJSSn, £i£3ft/c1*Stit*R£&siE» 

JIHffl^fl^K^fl £ titer"- *te.? s 4is* )im%&tt 
2>Ct, tfiWfe>ti&. 

[0 0 6 9 ] $ e>*c, *»w«c«s»3}»b i 9ta»<os 

£ , Ml BSSESWJSfl ^l^-c^il U 

f-^^i^r, OIB«8©««i8iESS{KtBI— 
* > * BQKCC <fc D *OEIIItt*£flW- * 5 cc ft o r 20 

[0 0 7 0 ] C©<fc5tt«fiS-C**itf, fwS^-MfcS 

[0 07 1 ] 3 *#MJ3K:«£WI#«2 OfBiScDIS 

l fB*S(Dlt *SSEi6{gcDiif-^t:*S;<fc»iS-r *«-sMfcfr 

[0 0 7 2 ] C<D<fc5&«E£C&*l«. fw^Mfcg 

[0 07 3 ] cct, anHBSssttt. £'<Z><fc 5 & ^ot 
^Mta^fb^-CifeoTfc^ 

c»u &§a««^fb^r*or cneots^- 

[0 07 4] $ ^>CC % *»WtC«Sf»*312 1 IBfltOB 
SES«. OfB*8©SaE»JC*5t»T, WgBtWfb 

[0 0 7 5 ] C<E>£ 5«ritJEdE"C*tl«, f 
f^P^SK: J: 0 , BffiEJWBBHt^STSif 3 tifc -r- * 

H^MbStiS. so 
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[0 07 6 ] £ 6tc v #«g3te«fi*»3jOB2 2fBt£CDI2 

mzzttmutcT*-* ^^striBi««isaESgscc^(i*r^i2 

[0077] cw^ «c«jsST*ntf . sssEjawjasfB* 
kccj:d, it* frmzitt^etv*** &*&*&& 

[0 0 7 8 ] £ e>Cc, #«?B«C«fe*»3jai2 3IB48©S 

»«c*j^t, wrgB^-f &*ju*&wx&Ecvf s * & 

[0 0 7 9 ] c<Dcfc5&«ER-c«btt«, fw^duws* 
mr- ^fBit#is:tciB«s n^ e 

[0 0 8 0 ] JbfBBW*»SEr */c«)©«« 

[0 0 8 1 ] coWtt«0E^^^^«. 

MM pJ^tcSML/cV^T'A-C^o'C. tlTiBttKISSES 
t- Z Kil^-Wit . {SAttfR^r 
A*r*«AtMBA**R&. fflA1t«€r8Btt-rSA:««> 

^^atSfR^IBtfr ^ /c«&(D»g««gB«^l9:i . 
BulB-r— » AA^ST * £ A^3 L C <h j&sSSE-T ^> 
/caCxDSaEWW^SuiBf^- *\t)^StCKti Vtcr"- * 

tctfm-r h ssiEi*«ttfln^K <b > saiBa!SE«««ini^s 
TisiEttfR^ijau/cf"- **mizwmMitmm-irz>m 

tt&rc7-**AJ] otcm*zmj£Tz>tcisb<Dmmii 

^b/c{ia^S^l^rBulB^-^A^S^T r -^^: 
A*L/c«b^^t-^/c*<D{agtt#R*^*r^fiLS 

OWKJI-^l^inB^- * AJl^fRVf- * ZAJ) Ltc 
«*RS*Si, MfB^lAtffgA^^S^A^U 

fcffl aw« i mf taffl AtWRg m^m<om Am r ^ ^^t^ 

mmvimmmte <t Mo'cctuia^ts 
«gatt^so««m«te J: tfflffgaffiiAtf «gB«^so<i 
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aE^ffl»Kfi*®£, fufBtf^StSliE^CcSWotS^T 1 ^) 

wia^-f ^^^»««jn*att. b$ib shea 
ismmmt Lxim^titcmmmm^^^m^ti^m 

HMSfcltl^i*, fufBISiEAffiiJ^m^K'C^ft 
WE 5 ft Z> CltS <h WfiBKKSffJffi{BiWffi^l8'Ca'Jffi U 

<h o r ttftn $ ft 7y*36W« £ a* W3eiw«* mtc ut^-s 
[0082] ccd j: 5 fr^jarc&ft^ t»«ssEKa-r 

A««A*^ST?fflA««*sA* $ ft -5 i , BSSEflWRfl- 
m^mcj:*). £ A^f^rA* $ ft ft: -7 s - £ ICS8 
aE««asttfln<**i, ^ft^^c^o, siE««#fti^® 30 

rBKWMWHHl £ ft ft: 7* - £ #<@3EJa &c *Mff $ ft & . 
[0 08 3 ] SSE««3&«#ftJSftSjflS*r», B#r H itt$g 

^m-mc j: 0 . Bsraajje^s-ciMs: £ ft /c^ra *c»-3 
igsfj^sraijs § ft tz&micmn > x &mm « 

3ft. SR»Wf«*flc*l8CcJ;!5, SB»tfc«»J«^KT>iM 
3£3ft^«^««c*r5i^rJ8*ifc«i»*R^^Sft % 
«OEflWR*«t*BlCC J: 0 . * A2>»C A^J 3 ft/c 

^-^^flacirttfewfa^ifissft-s. ^ut, a*>s 

ft/cfflAtMR £ fflA W«iB«*a<DfflA«« i *«»fjeH 40 
Mi/clW-Sit^ £0S3ft/cB$lfflt«B. 

tt^S©*«tt«*y J: CXfflA««Ktt*SOfflAtll«l*« 
HKEtW8iUr«JPSft*. 

[0 0 8 4] fgfflESTtt. sSaE^fiW^fi^Stc^ 

OttWSSEJSiS^^^-^^SftSft^i, ^-y 

*s im^guc ct d . mwEmm&m^mx&m $ ft ^ 

-^^tti$ft/c^iEt»ffl«:S-^i^r, t^-^A^K 
T-r-^^A^U/cCi^SaESft/ci^tt, ®Smm 
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ft&o 

[0085] 7 a*j>* frmz&ttimz tizmmxiz. m 

m 2 ft ft t- z &m c > r^st»$R^s;#g: £ hi— 

mx&m £ ft/c t*- * commnn t o xtfm $ ntcmm 
tttmicj: k> we § ft z> mm t mmmmmramm^stcm 
fe$tiitmm±imj&n%&mtcux mtm 

#ar«95E ^ ft tc&m £ ifim&M&zmtt un^i 

UXfflmZ ft/c^gt&fg i HKAfflKflmffiiBtt^SO 
ft/c^S1t$Bii2arafBJ^m^S:r^{f 3 ft/c^- 

-zk-ti v> z )\>m& &tfm ^ ft s o 

[0 08 6] 

[0 08 7 ] CO^«OJB«tt % *«BJ«:«-5t»*©SE 

-7 s — &<DW8>M.&1f5M^(rC- < D\,>XMF8 0?ci><DX'$>Z> o 
[0 0 8 8 ] *»WCC«St»#RSgSE««*J<fcafSg 

[0 0 8 9 ] COt»«SfE^^-?-A«. ^lCC^-Tcfc^ 

(c, *j z >i>m&*ft*)mmmz 0 0 it»#s^iE^g 

fiRSftn^. wffiisg^si ooit mz.tt. mnm 
temwEm2oo±t£MLx*5t>-r, f hvsdv^-zcd 

iE^^l 0 0^: lftL^BairCiftl^, *I^0C«, 

[0 0 9 0 ] wWsssesx loott, ^^;w@i^r' 
^^•r^ ^^^r'-^^r^^^tff'-Y ^^;U^7^^ 1 0 
fliA«*R«:A*-r&fflAt»*RA*»»l 2<h, MA 

m®.ztmLtcmAmmzm£mi 4<t, ts#BigiE^g 

1 0 0ficBWOtim7*«WM««IBttL^KtKW« 

-rsssaErawttflow i 2 o ssaEe2 0 0 ? h v 
-zzfnsxmm-rzmmmwi st. sstE^2oo-c 
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?4 is Z Jl/»2g aWSn 5 titer Jl/f*— £ SrlBt&T 

[0 09 1 ] flAtt#RA^^ 1 2 * F«© 
A#**'W X*6«c *) , IffffiSSgEttS 1 0 0 

[0 09 2 ] fflA«*MB«SHg 1 4CCtt. 1t$RiSiiE^^ 

i o o«rWffi-r-5#*flffl*c:iK:«»3^r i d 10 
*«7-fw:. wmmz o o&c*$i>r, -said 

[0 0 9 3 ] KIBffifflBttlHE ttrfUBfiGRK 
6„ cc-c, SWMffilt** WiU2* fgaE^2 0 0«:*5i> 
[009 4] iiftigg 1 8 ««ms*>p h s«&*i 

^2 0 oKiaMt-rs^^tcttori^. 
[009 5] #coc, ©iEt»«#*n» 1 2 0 ©fllSSSrBMBI 

[0096] KSEffiWttinfls i2oit nam whs&t* 
nm«eKB4 2 1 . M*iwer *ttm«G»«4 4 30 

„ <t , mxmnAtimm 1 2 tAA o tcmAmn t ma 
mmvmm 1 4 00 Att*s<t u-cfUffl^oisiE 

[0 09 7 ] B$rffl*J5£SHE4 2 tt. 3»&©B*50£:^-rBS 

[0098] <aaBi | JSK«4 4 m&o^n&Tfrtrtif 

[0 0 9 9 ] t^S^SJt 
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[0100] 5pJffl#S2SE»S4 6 », 4 0 

■ l 2-e i d**<w<*?- K*A2rr*± ffl 
A«*SB«S8S 1 4 *> 6Hf^>fb{@Atf «*R*H1 C 

{bb/cl D*5«fc0^*? — F£, Brt"**5*>**l 

5pJffl#ISSEf s -**t««l«! : ^t»4 OCCfeftU Ctlh 

C <t *7jK-r WfflSSSEf 5 - * «ttNAO»B 4 0 teffi^ 

[0101] ^C«C, »W18S40©«^i2^# 
IL^6»BJt^o H2tt, tf«»S«{B40O«fiS 

[0 1 0 2 ] «««iS«aB4 0«, H2tC7S-T<fc^«:. 

at^cpueot, W3e«w«:*6^c«)CPU6 0 

<D^P^7A^»IWUWSROM6 2<b k RO 
M6 2f^68*ttH/fcf-^^CPU6 0<DS»iS^ 

[0103] I/F6 8 JCW. JfaSSiSt It, *r-Y ^ 
7l0i, fflA««SBtt«K 1 4 <b , ^ffltffi 
§BttS« 16i, Mff^ 18i. ^IBtt^S2 0 
cb, Btt*F2 2i, RSIM!GSKK4 2&. 

[0 104] CPU60tt, 7>f^a7'a-b'r»^ 

OM6 2 ©fwanttKiiaw s n-c C > * ^f«<D A 

[0105] SiEtff«U4tt]«»». I/F68 *csa*3 

iEttfR^^-f 1 0 'VW.^^hA.tc'f ^ V>%)\> 

f-^^ww»^^r, cpu 6 o&c*3i>-cfi 

otc^f-r^^^cc^^n^c 

[0 106] Xf*7 7*S 10 0 "Cti, Wffl*OI2iE5?* 
**iJffl*SSE*«4 6 OCtH^ L , Xf-^S10 2{C8 
ffUT, *Jffl#tSSEf !f -»**<Jffl*@SB8«4 6^6A 
A^uytWfflaiBlE^-^^iEa^Mffl*'^** 
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S 1 0 4^f1-^ e 

to i o 7 ] xt7 7*s i 0 4m 7a %>*y\,wmrc 

is2)l>^— ZZ-tj isZ)\,iiM ^ l OfrhAJl 
SL/c£#CYes)te, ^f7 7'S l 0 6^tfLT, B£ 

mmfeSkm 4 2 t>*%&<D&fmz a# l . a*> u /cb^j 

[0108]^f^Sl 08W fiUKH£ftK4 4 

i i o«c8tfur, -te^s^Sn^ejaHofflSttiK 

ZAttO. A^O/c«»tt»CC«^liT % 

OTf^ ^^^^-^^rA^U/cB^dgtcfeW^Sg 

:/S 1 1 2CC^f^^o 20 
[0109]^f^'S112 fflAW*iE«iKE 
1 4*>6fflAW«£:R*tilU Xf^'Sl 1 4CC*ff 
Or, £SSfS$Ri Btfttta 1 6j^64gaW»*R*fcHU 

x^-^s i i 6«c»ffor, fitdEL^miimi. tea 

1t«*5j:^«|5KSi1«$B^. 3fetfec»*ajUft:fflAW*R 

8«c»tT-r*. *»B(c^f?ys i i 6tu m 

* £ ;l/ - £ tcWSDT & . 30 

[oiio] x^v^s i i 8 rw\ ssgEtss^^ttrai/ 

/c-r * £ 3? SrP^CD^ * is ^ KffifcCCftAT & C 

*5/£j|/#>^ 1 0 tA^lUcfr^^Jbf-^^? 6 
KttttlU Xt^^S 1 2 2*C»frT£. Mtttfttcxr 
vV'S 1 2 2Ttt, ffifE««*S^a^b^1f 

[011 nxf^'si 22m 2®&m*s^ittt 

0 0O*MS«rBS^fbU. Xf'>7 , S124Jc 
«:Hi^LTiSiiE^2 0 occ&ftu xf^7'si26K: 
[01 12] xf ? :/s 1 2 em ©SES2 0 orf 

0 0^6S®briim»«l 8*>6A^3L/c3&>S^*iJ 
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A*L//ci*iJ^3n3rc<b#CYes)i*, Xf^7*S128 

B2 0ic^U, Xf 3 0^ftSc 

[0113] Xt^ 7*S 1 3 Om ^^l/^-^ 

Xf 1 3 2(CWif LX, y"-2^mW2 0<DT 

0 4tC^fT«>o 

[0114] —7^, Xf-^'S 1 3 0T\ ir^ ts^jVf= 

- * <oBit>s&&mm*fr h & i> n/c <t £ cno) 

te, ^7*^7 , Sl0 4tc^f1'-2)c 
[0 l 15] —7?, Xf-^S 126-C, TWi^rt/* 

A^tS^rxf •> y's 1 2 

[0116] — ^ v >\"rv 7'S 104r, f4V>%>\,ii 
1 OfrhTAis*Jl'^~Z*AJjU%;\,>±mfe$ti 
tct^cm^ Xf7 7's 1 3 0Cc*£ffT£ o 

[0117] —7^, Xf^7'S102'C, mm^wsiJE^ 

- z w^jEtemm^x &2>ct 3ttk urt^ch n 
/ci€r(No)«, xf ^'s 1 3 4tc^fur, 

[0118] ^CtC, B 1 CCMO. ^.SE^2 0 0<D«^ 
[0119] ISiE^ 2 00lt HI tc^Tcfc 5 W* 
g24i, f@AtS$R«rffite O/cfl Atll«R8BtmK 2 6 
^I2 4t^ill/cfr^^f-^(cf^ is^JVm^i 

zttmr z>tav>* >\,m&tmu 2 2 0 i , t«js<* n 

[0120] {lAtt#glStt^g2 6tc«. fflA1t«fB« 
ill 4tC*&JW3tlTl^feCDil5j— (DI D*5J:OV>cx 

^S««iB««g2 8<D»ew*«:cfc 
0 w&z ti &t»*RsssESiH«:*ijffl-r &«3pjffl#c: <b tea 

is ^♦Sttsti-rc**. fflA1»«iatt*«2 6© 

fflAIMRtt, «atS«IB««S2 8co^tf$R<LK^ 

c^^ti-c^D, *<oi«a^«cj:9. saw 

W8Btt»e 2 8 <^aW«R<c J: 19 4«£d ti^WtRBKS 
[0 12 1]^ 7 s -/t?^^»«#ftlW2 2 0©«fiS 

[0122] ^ a is z )vm&mm2 2 0 ^n«a>j 
52i, wwsssE^a 1 0 0 otea 
s teas'issa 5 4 i % iiftsa 2 4 -c^ft l 
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[01233 KfM»J£SB5 2». B#|y»]5e*«4 2 £ 

[0124] fitH«!J5e*«5 4 tt, 3l{f S»S2 4 

1 0 03&*a«OT^«»»»*»3eT&ci«:J:Ov ft io 

[01253 #«C. tt#8*ft^«5 0©«aE*H4*# 

mistt*s&M9i'r&. i4(t tt#w&®ss«5o<DitRE 
[oi26] mnssm&ats o», ^4tc^-rd:^ic, 

fflrr*CPU7 0<h, ^«C^)6^D«)CPU7 0 
CDflJtaJ^n^^A^^^|fiU-C0^ROM7 2<t, RO 
M7 2^6Sc#tiibfc^-£^CPU7 OOSIJUfle 20 
r^*&a»8M»»t -SfcftOR AM 7 4 i , 
SeafcttLX^-SOAffl**^?'* I/F78t, 

[0127] I/F78 CC«, ^aBSSSi It, iifg^ 
I24i, fiAWKBatt$«E2 6 <b, SMMfBttRK 

[0 128] CPU7 0H *n:/n-fe 30 
^7hMPU9*>^0, ROM7 2<DM5E«*Stc*Stt 

[ o i 2 9 ] ^-f s>driWB*«in«itt- mmmm2 a 

Z>mWV$>r>~C* CPU7 0iC*5l»T^tf3tl*i. ^ 

5tc^-r<fc^tc, $-r\ xf^s2 o occ^f-rsj: 40 

[0 l 3 0 ] *f^:/S 2 0 -r -y SP*;^— * 

*t»ffisaE*a i 0 0 frh&m Lxmrn^z 4^a 

-fccofw t?3r^^-^©3lfi7n"C*^1t*HKfiEK 
© 1 0 0 <7M«8Srca*Hb U Xf77'S2 04 

[0131]Xf77'S2 0 4W Wp|ffli9J5e«iB5 2 5( 
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©ISfflEttfRi LTT«»n$nfcli*lffltt*tcj: 
©KSpPaSfe*«W5e«BHWC*-6 i«5ES *i?c<h £ (Yes) 

mwtLxwmz n/c<astt#sic io«ssn4tti 

&S«'J5£S£H5 4 3fc6A#0/dag£4M><t LTiS 

ioi33]^f-^s2 0 8-e«, mmtutt^j V 
^r^-^oBliEflMBi ur«»nstifc»EiBtt«*a# 
{biz, xt*7 7'S2 1 o^fbt, a*Hbu*:RiE« 

2 1 2cc^tfUT, a#ftofcisaHt*R«:tta-r&K« 
itw^fflo^sWB^^wsu* K^-resaettw** 

fflL,fc<h«£$nfc<t£CYes)tt, Xr^'S2 1 4iC 
[0134]^f?^S214 "C», a-*Hb l/fcf 5 4 ^ 

*;t^- *©BBHttt£ uTttirasftfcfflAftSR^a-si 

itO, Xf-^S2 1 6tc^ff Ut, Xf^S 2 1 2 
^smUOfcKS*** fflAtt*HBtt*«2 6 £ 

fc*oTWMT&«Ait**«*au xf?^s2i 

8tc«Pff L/T, a#fbUfc«Att«r** I D*t«fcO^ 
X7-Fi, M^H3 l/fc{!Aff#R^£>£> I D*$<fcC^x 

[0 13 5] Xf77'S2 20t«, W$itl,tc^ ■< Zs 
ZJV^-ZW ^SiEttWiUX^Mttl^ti/clftffltW* 
IftC^cW^*, ±IBX^^^*S 1 1 8 £|h]— ©^9^» 
M»«:«A-r«>C<kCCj:0, ^©fr^^^f-^^ 
D^**aTt»**5^**BE'<"-6*:«>©*3ttt«l** 

U ^f-9yS2 2 2tc»tfbt, £j&b/ctfcStt*R 

a^fbWfcfw S^Jl/f*— *<E>3gSEtit*&<J: LT^JP 
Sn/c1*3£tt*Rt, ^Ut^^SMWEb, C 

y'S 2 2 4«:»ff"*"*. 

[0136] 2 24ttt, mmtlstc^j Is 

$)\,?-Zte^4is*)l,m%*:tttini>> ^r^'S22 

&*mnistc^4isZ)v^-zzmi£m2 o oowhi 
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i>2)iy=- $<Dmmtt&zi$ni%mm 1 o o icmm 

[0 13 7]-^ ^7"^7'S2 22"Cfc£* ^S^BB 
S2 OO^tTSo 

[0138] — Xf-^S2 1 8TO V a^fcL/c 
MAimx&Z I D*5«fcOV^«7-K<t. ^ttSL/cfi io 
AtittTC** I D*J«fctf^.*'7- h*i, ^-SbtC^j: 

[0139] — Xf^S2 1 2TB, m^itLtc 

yy'S2 o occ^ffrs. 

[OUO]-*, Xf77'S2 0 6t^ m^itUtc 20 

[0141] — ^ X^.^r7*S2 m-mtUtc 

%> stx,?-* (ommm. t uxttmztitcmmmm 

[0 14 2]-^, 7 7*8 2 0 0™, 
(No)tt. 7 s ^^^^f r --^^:A^"r^^'CX7 : '7r7-S2 

[0143] WC, ±IB3l3SS©^«8<3D»ff«rSiWr-5. 

[0 144]^ijffi^«, t"^ is&frijji? 1 OTf -rv 
^^ItHft^aXOiitfCCtt, tt#SISIE^ 1 0 0 

«H*K:AU I DfccfcD^*?- KSrfiAtfBRA^K 40 
11 2*^AAt^o 

[0145] c cx\ mmm&mwm 200 toswaa/c 

lE^fr I D:fc<£ F^rA^U/cfeO^-r^xi:, 
tfffSISIEgEB loom fiJffl#ffifflE«S4 6 CC ct 0 , 

tcwMfb^n, fflAt»*RA**ai 2*>e>A27i* 

£ *7jVr WflMMBE^- * #tif $R&®SSa 4 0 K tH# $ 



4HS 2001-100632 
24 

^-rfu^ssiE^-^^A^^n^i, cpu6occ 

«J:0, 7^S100. SI 02^rlT, ESWJffi 

[0 146] covttmx. mm^wr jttzfrtts^ \ 

^r-;7'S106-Sl 1 6^3Kr, l^lffl 

nussa 4 2 -cass ^ n/cB#Mtcs^^T ^rats*^* 

ffia««*s*jsE3ti, ^>-*rs^s n x&m2fttcmm 

A«*ass««a 1 4^6fflAW«#&#as*i. gits 
«iB«*ai 6 3&>6Ra»*^K*asti, 3^££n/c 

a$n/cfflAt»«^j:cKsatta^igsEmai utf^ 

[0147] #t>-C, Xf^7'S118-Sl 2 4£r*I 

ga i o o <o*mmx^itz m-mtz titer h v> 
tuisT-z&mmmmi 8t,cmt>zti2> 0 ^ur, mm 
gti8{c^^ (tc^b^mmm^ 

[0148] — 2k ss3e«2 o o mmmm:2 4 

5 0&tfcB;fr$*i& o tffg^Slga5 0*C«, 
7 ? -*#«(ISSa2 4^AA$Wi, CPU70CC 
<fcD, ^f';7'S2 0 2, S2 0 4^it, Xt>$tltc 

?a iszfrr-z&mmmgm. i o o^iirg^ 
815 2riK$n/cB$ii(D^l^^lBrtr^ 

[0 149]^r, ^r-;7*S206l:lr 4 S^t 

B«««:<fco»5esn*ta[«3&*, tunneKas 4xm\ 
&mm$m. mm&mmm. \ o o-c^sssn/tiE^fc 
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(Dr*&©r, ecru {ftHWWc^oWJEStistflt 

[0 150]»^ Xf*^S208-S212^g 

mmn&t&MmmBMttoiz 8«c«»snT^*©r, 

[0 15 1]^T 4 ^f*-^S214-S218^g 

& <t &c % (i Atimt sts&ss 2 6 $ nx mm*? & ffl 

AtlWII#«tfMH3*i, «#ffc3*ifcfflAt»«-C*>* I D 
te^O^x?- F<t, »#ffl3ftfcfflAWfR^*a I D 

&3», a^bsnytfflAflHBtt* flWMraBRBi oot 

[0 152]*W X7*^*S220, S222^:i 

snfciftffftWRi, m^b^n/c-r^^^^^-^ois 

[0153] ^7'S224-S228 Srifl 

[0154] -7^ t»«ffiaa6ia 100m iift mm 

18&c<£0. WMM2 0 oa^fw S^d^f 8 — £^ff 

•^-^^51(18*1 8*PfcA*S*i*±. CPU60^C 
<fc*K -^S126, S12 8l:It, A2>3ftfc 

[0 15 5] CCT\ fiJJB^T* -z^*;^— #<dhj*> 
S**tf^<t, ^f^S130, S132*igt, 7 s 
-*BBtKR«2 0(Dfr^^^f'^^S^2 2^C 

tu^sn&o ia«T-2 2^^w*$ii/cfr^^f 
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-*tt. 7a^t- twX^K 

[oi56] &*5, ^FiEtf a«tc<fc o . BEflm^ftan 

IBtiWR. flMMWL fflA««. «gtf«*5<fc^StS#fi 

cDc^rn^^^^n^it^^, isie^2 o o 

^f^S204, S206, S212, S2 18 

[01571 *fe, ^ttf%& It £ *) t BSES2 OOt 
#fb3nri^»&K:«, B1EH2 o occtec^r. xt* 

^7'S2 0 2l:lr, ^jZsZfo^—Zifi&Mil'ZtlU 

[0158] ^JEff3MfCCj:»5 , SEES 2 0 0J« 

20 SI 0 0*>P>HiS $tifef r^^;Vf BiE»2 

[0159]**:, mnmwmm: 1 o o^<d**sab# 

tC % fiJJB^?^l£IE^ 2 0 OKHWtH-C^ac^iEtt I D 
fcefct^xy- F 3 &A*b3fc«-&«:«. tftffiSSSESKK 1 
0 0 K:*5t>T % Xr* v 7'S10 2, S 1 3 4 3£ 

[0 16 0] c©J:«lt, «Ofc©»«rtt. tt« 

30 $)vt>j *y i o 9\-m^hmnLtcmmcm^^xm 

/ct^ ^ ^ ;l/^*- ^ fctf JOT -SBffiEW ^ff^Hl^ 1 2 0 
[0161] cntCcfcD. rt»T*05LfcW«te*-3l> 

40 [0 16 2] *HlfeO»«"C«, V s -f i^^^f 2 

— ^^IXDiitf^-f ^^-il/*-?*^ 1 0 fjis$)l>t> 

-r^SaEWWf^SnBP 1 2 0 <b, BiEt&fB^JJOSP 120t 
SSSEtWR^fOT Otc^ a V>^)^f- % *.WMM 2 0 0 tc 
3S»"r-5>iifi««l 8 ^{l^/c 0 

[o 16 3] cn&cj:D, rtaB-cifiSufcW«tc*-^i» 
rifiSU/cKiEt»«*#»p-rs»^«:l:bur, ^^^^ 

50 i^^e#, V>%)\s7 z —%<OWSkt LTOIE^^^rlSj 
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[ 0 1 6 4 ] S **jfiflO»S8t?«. SSfflE««#*n 

as i 2 o isnagsiau 2 xmrnutcmmtcm-?^ 
[oi65] cn«:<j:o, ^^ji/^-^ccftandti 

[0166] $ 6«c, *3ISfi©»«8r«. BRflMttttn 
Stf 1 2 0 tt % ttH6aS4 4 -caiJ^L/ZcffigCCS^Ci 

[0167] cntc<fco, ^^^^-^^sn^ti 

[ o i 6 8 ] $ ^cc, **ifc©*«rcw % mmm $mim 20 
an2o«. -fe >if s , — s n -caws is tcmmw^^m^ 

[0169] cnw^ ^^^^^^-^tcft^n^n 
r <oaE9J* ^ $ e cc fa_b*r a c <t an? * s . 

[0170]$ ^IttCOjeSR-Ctt. 2gfflEflMRtt»D 

»U 2 0 «\ HA««A*«S 1 2 XJKJj U/cfflAt»« 30 
i ffl At»*RSBtSiga 1 4 (DfflA«« £ *«— S ITl^i 
Stt, fflA««BBtt«iSl 4(DfflA«ffl«:SgiE1t*iO 

[0171] C*UC<£9, ^^^^-^{CWftlStl 
[0172]$ 6CC 4 *SlftO^«8-Ctt, i2fEW«ftap 

as i 2 o «stefRfB«^® i 6 o^gttfs^isiiEm 40 

[0173] C^tc^D, t=w ifZJls'F-ZlcttmSti 

[ 0 1 7 4 ] $ etc, *^*6©»«8tw. mEtftnttm 

ffl512 0«\ istUVUJ'y 1 OXAJllstcy* a i>% 
«rBCEtll«B<b Utfffflt^J:5 CC L/c 0 50 
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[ 0 1 7 5 ] cnccjro, ^^^^-^(c^JnSti 

[ 0 1 7 6 ] 3 *HJ66D»J»"Ctt. SfE««ftsn 
O/ctw 2^*^- 1 0 0©S»«T 
[0177] CftCCJ:*K 88IEB2 0 OTtt, ^fb/c 

&> zmmmsm i o o <D£^gi-e l wb-w & c ± 

£ggl 0 Ofrhmn 2titci>(DX<ib2>±^5 ZL&ft-fr 

[0178] — *sufcojK»T«, smmz o o 

fif$Rl£IE£S© 1 0 03tP67 s -/^;i/7 = -^^Sit 

•7 s - * cc ir ^ ^ )vm& * wm-r z^jisz jum&ttm 

a52 2 0 £, f^-f ^^^S«#»0gB2 2 0«, 

^^-^^A^O/cCi^r^aEO/ci^ti, ji<i&K2 

[o i 7 9 ] cticcj:«3, -r-f ^^^-r-^cc^t^m^n 

[0 18 0] $6^c, *SI*te<D0»"C», 

*^0fSttHrtT*Si#», Mff^2 4X^mOtc 
[0 l 8 l ] c*i&c<fc*K e^^^^-^cDiSiiEti^ 

7 s -/ V>Z)l><F-Z<Dmi&t 1>X<DWWJ]*&*)— m 
&]±-?2>Z£&XZ2> 0 

[0 182] $6tC, *HJSO^JS-C«, t^^^^^US 
Sftflna52 2 0«, iim^i§2 4'CSff Utc^AitZfr 
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$ n atea**, fiSS'JS^s 5 4 b /cffia**^ 

^2 4TS:fibfc7 r 4 t?*;!^— ^tcfw 
[0 1 8 3 ] C*tfc«fc9* ^^--^iDBaEWfR 

7 4 vzfrf- zco'&mk* 5 e lemur sci« 

[0 18 5] cn&c£9> 7 s * £ ©BaEt»*B 
[0 18 6] 3 6tC, ^HO^lttt, f**^*^* 

««anffl 2 2 0«, ®fi^B 2 4 T-^ff b ?ctw ^ # ;i/ 

ilff^M 2 4 T^ft bftiT* V % % (OWmn^ t. 
M2 4 -CSfa b/cir ^ 5* £ Z CC ^ -f * U«£ 
[0187] cntcj;! ?a*J>* % cD13IiEft$R 

i b r#sn ^ txtd^^m^f jitzfrr-zu 

[0188] ttfc. ±iSI«S©»«CC*5l»T, ISaE^2 

it#Rg5§ESSc i o o ccaHrraRHc, ^ 5**^-* 

tcR^-T, ^*^S2 2 2«;g/c» l 188812 4^ 
^iLfcfr^^f-^ (BiEtiHB***. ) 

[ 0 1 8 9 ] 5 ^«flt"C*n«, t»«BaE»» 1 

oo&c*5i>-c, f^snfct^t»«ccj:0 7w 
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[oi90]*fc, ±iSi*cD»«8tc*5c*r % mmz 

IffffiiSfESjS 1 0 0 U ft SBBIE^S 10 0» t 

SlUcf-f ^*Jl/7 r ~**^~*IB1^R2 O0C*Mfl 

x.. t=w ^^;U^^ff^L/c7 r ^> ? ^^7 r -^^7 r - 

^. flMBEKBl 0 0«, f s -^IBt3SS6ai2 0*s<J:t>' 
BOM*? 2 2*RWrCC«fltr&Ci:*JT**. 
[0191]*^ ±l^l*©?K«CCfcC^r, W«BE 
M10 0 @rii£SS4 2 SiE««i b 

tow, cticciR&r, RH«aH3eK«4 2*K^r, 

SiES2 0 0tt, «FlBa»^6«5 2*B:tfr, B#Fb1 

[0192]*fc, ±ia^«l<OJK«Rtc*jC^T, WffiBE 
lOOli, ffiHnatl4 4 *R6t, BflEWW^ L/ 

/c^, cntc^e-r. fi«iW3ea«4 4«:R^'r. fe§ 

BiE«2 0 0tt, &liJ^15 4^^f, i4B 

[0193]*fc, ±SBSI*feOff^C*5lit:, WffiBIE 
illOOlt •fe>tS 1 -S„^RW. BfEflWRibT 

^t^ttfR^ 7 s -f ^ d» ^ t"— ^ tc>wsn*r ^> <fc ^ cc^^t 

[0 19 4] ±i^|JfeO»«Wc*Jl^, W4HBIE 

iglOO « % flA1t#RA^^a 1 2 , flAWWSBUSR 
a 1 4*J J:CWUffl#BiEK«4 6 %RW, BSEW*<t b 

r fflAt*#R£ 7 s ^ ^ jut^- ^ cc^ai-r ^ J: 9 Cc«fiR b 
/c*s, ctitcRef, cn&MKRW-*". ilAtSfE^: 

11^2 0 0 tt % <BA««iBttffl6B2 6*RW'r. fflAtt 
mc cfc ^J^^tf *d ft t, * j: ^> cctg^-r £ C <b *s*C ^ £ c 
[0195] £/c, ±iB**o»»K:*J^ 4 "C. WfBBaE 
^gl00 tt. SHtffffifBttOSS 1 6 &Rtt, BfiE»« 

i bT^gtf^^T 1 ^-r- * tc^tjp-r J: 9 ccfll 

^> 0 CcDii^, BffiE»2 0 0«, ^SiS«SBlf^S2 8 
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[o i 9 6 ] ±iEgm<DBmc*si,*x s mmzm. 
[0197]*^ ±.mmM<oj&mc^x % w$rssse 

2 0 Ote, §ffU/cf ^y^^f-^^fbU^OJ: 
[0 198] $/c, ±IB^*S©}B«tC*5lit:, ^3*5<£ 
Tttlvrtlfc* ROM6 2. 7 2CC*&*>D«)»ttSn 

4, 7 4 {CK*^"CSHf T <5><fc5&CLT 20 
[0 19 9] CC-C, iatt«»itt, RAM, ROMf 
©¥»f«Btt«fl^ FD, HD«<OSB»gatftSatB«« 
flc. CD, CDV. LD, DVD*©*^WRK*S:i2 

■c^ot, bam. **flw<DBt*«i K* Ji&<d 

[0200] ±iSHt<o«5«K:*ji^r. ?w *?z>\,t>* 

5 1 014, ttl»L6, 9£/c&41 OfBifecO^- 

*A*^KCcS*!£U iSHtf ««JP® 1 2 0 14, SftRJl ,30 

1 1 2gB«<OSeaE«««Jn*atc*tj£L. 9ftK 
gl8(t »*«3"sB«Soa«l*S*5J:CJf»St3Sl 3 IB 

BBomnge^JSficMjCL/. ttmati4 4» l if 

*B 2 * ft: « 5 f B*&(£>{ia$'J5£^l3:Ct »j£ Utl^ 0 

[0201] Jbian*<D^cc*5C^'r, -fe>trs 

MAffimAJimm 1 2 14, «#*7iBttcr>fflA««A;& 
^KCCfcfjSU ffiAtWMBttSSai 4*4, fi^ll 7 IBiS 
OfflAt»«E**««c»J£l/. KKMffBtttW 1 6 40 
«, W*3B8BB«OS«»*RiBtt*iacc»jSO, 7=-* 
IBtt»iS2 0«, 3 8B«©7*-*iBtt*Kte** 

[0 20 2] JbKSIM®««Bc;foC»r, MfliSa 

2 4 14^12 1 IBtSOSfi^Sfc J:^* 
3£JB 2 3 IBSO^t^S^^ I,, -r * JW»«f*Hl 
SP2 20&4, 4ftlr^2 SMB©^*^*;!/* 

%ttm&mc%tfcL. wjsgi5 2{t n^i5 

iB»coigaESfllJ«FHI»JS#i8tc*f i£ L , ttaiMSXa 5 
4«, 6fBttOBIEnffifiU»ie#Sec4tlS 50 
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U »jKW#B§Btt^S2 6(4. If 3#H 1 7 iBtt<D5g§E« 
fl!MK«W«HBtt#l»ec»j£ Ltl^. 
[0 20 3 ] 

mi te^L 1 38Btt<DW«BgEK(Kk:<l:ti». ^-^Cc 

[0 20 4] 3 *^^K:^^ff*^4f3igcr)tt$S 
f - f AS 5 C i *i*C t , 

[0 20 5] S^CC, *«W«C«*f»Sc]H2a/c«5fB 

Ba<t oroaEW**3 6ccifij±-r-sc t^-r^r^iti 5 

[0 20 6 ] $ &«C, ^AqBCCft«i»«fl6ett<DtlHH 

[020 7] $ *9HgtCffi&tt#I 7 GtKOHMR 

^-£&A;fcLft^Jffl#*^**C±3W-e#, 

[0 20 8 ] 3 ^BJtC^^>ii^J18ia^CDtf#S 
f - ^?:A^ 1/^11:^1- ^ C <!: , 

[0 20 9 ] $ £>$C s **§8«:fiR-2>«*3B9 ^/cti 1 0 
IBtSO«*i2SiE»acCcfcni4, ^-^tcWSn^n/ctSiE 

[o 2 i o ] $ 6cc. xmwticmznim 1 1 */c« 1 
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[021 1 ] — 3u *»Wtc«-6»3R^ 14«rl^23 
iB»<Df2SE»tt: J:*iW\ 7*- * tc«flD3 ti^SSEtWR* 1 

[0212] $ #jMBK:«4ill#a 1 
SEHtcJztiK, f 5 -dr©BfEt»*RiL/rf«IP3nft:WIB 

[0213] £ 3f:*HJK:«*»3»B 1 6§Bifc©3S 
[0214] 3 44HBfiCtt&M339 1 7iS»DB 

[0215] ^ etc, **wtc«sit«^ i 8 i 30 

[H2] 
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[IIOflVtElffi] 

[B2] ««fiSS6JB4 0©«lJ«**r^ia9^H-CA 

So 

[S3] KfE««#*n«ra«:*T^n-^ + -h , r* 

So 

[B4 ] itsaj&s^ss 0 0«RK*7R-r^o •> ^It& 

S„ 

1 0 0 

1 2 0 

2 0 0 
2 2 0 
1 0 

12,26 

1 4 

16,28 
18,24 

2 0 

4 0, 50 

4 2,5 2 BSMM5£S6« 
4 4,5 4 fit«»J5e«S 

4 6 jWfflSSSEKS 

6 0,7 0 CPU 

6 2, 7 2 ROM 

6 4, 7 4 RAM 

[04] 
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